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Introduction
Communication protocols are everywhere
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Introduction
A need for reverse engineering

Why would you reverse engineer communication protocols ?
I To assess the robustness of a protocol handler

implementation
I To simulate realistic traffic to test third-party products
I To analyze the traffic for potential information leakage
I To develop an open source version of a propriatery

implementation
I ...
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A dive into NETZOB
The big picture

I Framework for the reverse engineering of communication
protocols

MODELING SIMULATING
Samples Formated 

Samples
Model Realistic

Actor

1. Import/capture of samples of the protocol
2. Identify and extract a model which describes the protocol
3. Simulate/tamper traffic according to the model and its

actors

©AMOSSYS 10 nov 2011 4 / 27



Importing data
Current import supported

Multiple accepted format
I PCAPs (network captured data)
I Files (binary and text)
I Raw (hexadecimal in a dedicated XML representation)

Multiple Importers
I Live network captor
I Inter-process communication captor (ex : unix socket,

pipes, shared memory)
I Intra-process communication captor (ex : calls to

OpenSSL library)
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Inferring communication protocols
The different steps

Protocol inference relies on
I Structure inference (based on sequence alignment)
I Regoupment of similar messages
I Field type inference
I Fields dependencies identification
I Field semantic inference
I Grammar inference (automata of the protocol)

©AMOSSYS 10 nov 2011 6 / 27



Inferring communication protocols
Vocabulary and grammar

Communication protocol
I A communication protocol can be defined through its :

I vocabulary (set of valid words)
I grammar (set of valid sentences)

Passive inferring process of the vocabulary
I “read-only” process (do not require a participation in the

communication).
I identify the fixed and dynamic fields of all the

messages.
I regroups equivalent messages depending of their fields

structures.
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Inferring communication protocols
The underlying algorithms

Needleman and Wunsch algorithm
I Originaly a bio-informatic algorithm (sequencing DNA)
I Align two messages and identify common patterns and

field structure
I Computes an alignment score representing the efficiency

of the alignment

©AMOSSYS 10 nov 2011 8 / 27



Inferring communication protocols
The underlying algorithms

But
I Needleman and Wunsch only applies on 2 messages...

Clustering algorithm
I Identify equivalent messages based on their alignment

score.
I Build a hierarchical organization of the messages with the

UPGMA algorithm (Unweighted Pair Group Method with
Arithmetic Mean)
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Inferring communication protocols
Example of structure inference

I Sequence alignment for a set of similar messages
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Inferring communication protocols
Example of structure inference

I The abstract structure is represented as a regex
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Inferring communication protocols
The framework provided by NETZOB

Tune and adapt the inferring process with dedicated tools :
I Manual sequencing
I Fields type identification :

I Primary types (binary, ascii, num, base64, ...)
I Computes the definition domain of a field (unique elements)

I Semantic data identification
I Emails, IP, ...
I Data carving (images, tar gz, ...)

I Fields dependencies identification :
I Length fields and associated payloads
I Encapsulated messages identifications

I Fields statistical distribution
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Inferring communication protocols
Framework overview
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Inferring communication protocols
Size field identification with its associated payload

I Example of IP and UDP payloads extraction
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Simulating traffic and agents

I Simulate any communication actors with NETZOB.

I Insert the infered vocabulary in a statefull and stochastic
dedicated model.

I Simulate clients and Masters.
I Supports Network (TCP/UDP) (Client/Server)

communication channel.
I Contextualized input and output messages (included

variables are set according to the environment)
I Highly extendable model
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Simulating traffic and agents

I Simulate any communication actors with NETZOB.
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Simulating traffic and agents

I Simulate any communication actors with NETZOB.
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NETZOB current status

I License GPLv3 (AMOSSYS and SUPELEC as main
supporters)

I Google Project :
http://code.google.com/p/netzob/

I Official website : http://www.netzob.org
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Conclusion
Trending topics

Current work in progress
I Debian package
I Windows Runtime DLL hijacker
I Windows package (MSI) and official Windows version
I Releasing an almost first stable version (version 0.3)

Futur work
I Active inferring
I Extending captors (kernel and intra-binary captor, etc.)
I Support the inference of more data encoding (ASN.1,

TSN.1, EBML, etc.)
I Open “wishlist” (do not hesitate !)
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Conclusion
Questions ?

I Want to ask questions to Zoby ?
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Appendix
Why have we started NETZOB ?

I Originaly to support Fuzzing and Simulating processes.

I “FUZZERS” need to reduce the processing time.
I “SIMULATERS” need to infer a realistic model.
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Appendix
Development status

SVN hosted source code
I Mostly Object Oriented Python.
I Some in C (even some in OpenMP for parralelization).
I 15193 lines of code in 149 files (#80).

Source code quality
I Continuous Integration over Hudson

I too few unit tests
I “to be released” version : Netzob-0.3

I Dedicated Redmine bug tracker.
I Self-evaluated quality : low/medium (beta with bugs) few

months before stable !
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Appendix
How does Needleman and Wunsch works ?
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Appendix
How does Needleman and Wunsch works ?
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Appendix
How does the clustering algorithm (UPGMA) works ?

I Iterative execution :
1. Search in the matrix the highest score
2. Regroup the two groups
3. Update the matrix (compute the average of the two lines)
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Appendix
Example of IPC flows capture

I Capture IPC flows with NETZOB
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Appendix
Adapted for exotic communication channel

Importing from exotic communication channel

I Supports hexadecimal flows
I Simple XML representation of the data
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