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Introduction
Communication protocols are everywhere
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Introduction

A need for reverse engineering

Why would you reverse engineer communication protocols ?

» To assess the robustness of a protocol handler
implementation

To simulate realistic traffic to test third-party products
To analyze the traffic for potential information leakage

To develop an open source version of a propriatery
implementation

v

v

v
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A dive into NETZOB

The big picture

» Framework for the reverse engineering of communication
protocols

Samples Formated

Samples

Active Infering (Negative Feedback)

1. Import/capture of samples of the protocol
2. ldentify and extract a model which describes the protocol

3. Simulate/tamper traffic according to the model and its
actors
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Importing data

Current import supported

Multiple accepted format

» PCAPs (network captured data)
» Files (binary and text)
» Raw (hexadecimal in a dedicated XML representation)

v

Multiple Importers

» Live network captor

» Inter-process communication captor (ex : unix socket,
pipes, shared memory)

» Intra-process communication captor (ex : calls to
OpenSSL library)
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nierring communication protocols
The different steps

Protocol inference relies on

» Structure inference (based on sequence alignment)
» Regoupment of similar messages

Field type inference

Fields dependencies identification

Field semantic inference

Grammar inference (automata of the protocol)

v

v

v

v
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Inferring communication protocols

Vocabulary and grammar

Communication protocol

» A communication protocol can be defined through its :
» vocabulary (set of valid words)
» grammar (set of valid sentences)

y

Passive inferring process of the vocabulary

» “read-only” process (do not require a participation in the
communication).

» identify the fixed and dynamic fields of all the
messages.

» regroups equivalent messages depending of their fields
structures.
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ferring communication protocols
The underlying algorithms

Needleman and Wunsch algorithm

» Originaly a bio-informatic algorithm (sequencing DNA)
» Align two messages and identify common patterns and
field structure

» Computes an alignment score representing the efficiency
of the alignment

01 1dBb815d385b4c6el3f72eb6c35f996c 00000000 c577b2dE6edf5h73d29b 522761284463
01 00000000 326d078dE56a9637a82a7910d671374264
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Inferring communication protocols
The underlying algorithms

» Needleman and Wunsch only applies on 2 messages... I

Clustering algorithm

» |dentify equivalent messages based on their alignment
score.

» Build a hierarchical organization of the messages with the
UPGMA algorithm (Unweighted Pair Group Method with
Arithmetic Mean)
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Ing communication protocols

Example of structure inference

» Sequence alignment for a set of similar messages

I e (e e I I 3= (e

0500 42} 0310000000 .{,2} 000000  .{,78} 0000 4743}

ascii, binary ascii, binary ascii, binary binary ascii, binary binary. ascii, binary binary

0500 00 0310000000 f4 000000 0000

0500 02 0310000000 4 000000 0000

0500 00 0310000000 4 000000 0000

0500 02 0310000000 4 000000 0000

0500 00 0310000000 4 000000 0000 20000000300000004000000218f 527505
1000000¢

0500 00 0310000000 4 000000 04000000d00000000000200b41 35be9e6e528035a9267ce 348a734CB0000004c 1480300000 0000 20000000300000004000000218f 57505

0500 00 0310000000 f4 000000 0000

0500 02 0310000000 4 000000 0000 &
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ring communication protocols

Example of structure inference

» The abstract structure is represented as a regex
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0007ch323d6b001cc07238¢30800
450000

(.{.2n

(.{.61)

00401100

({2}
c0a8000ed41b2sfo
({43

003500

(.{.21

(.{.10})
000001000000000000
(.{.46})

0000

(.{.21

0001




Inferring communication protocols
The framework provided by NETZOB

Tune and adapt the inferring process with dedicated tools :

» Manual sequencing
» Fields type identification :

» Primary types (binary, ascii, num, base64, ...)
» Computes the definition domain of a field (unique elements)

» Semantic data identification

» Emails, IP, ...
» Data carving (images, tar gz, ...)
» Fields dependencies identification :
» Length fields and associated payloads
» Encapsulated messages identifications

» Fields statistical distribution
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Selecttrace : | reputationl.

Import | Modelization | Fuzzing | Export | Simulator |

Current trace :  reputationl

{—

ring communication protocols

Framework overview

Options during

alyses after Visualization
Similarity threshold Orphan reduction Slick regexes | [Fnd size fields| [ 1erae common eees Protocol type :  [Fo
start alignment. [ Slick regexes. [Refine regexes | [ Data carving | [ Messages distribution
Groups oo col. colz cols
RESPONSES [22] B Properties of message 90da8317-9106-420¢-8bd3-568a4a8ef508 ()|}
REQUESTS [22] 1d6b815d385bac6e13f72eb6c35F996¢ (.,2200.0,4Y) (432} Property Value
binary L 0 904a8317-9106-420¢-8bd3-568ad 81508
1d6b8154385bac6e13F72eb5e35H996C 5770346624 5b73420b5ac 76184483 | 1 Network
1d6b815d385bac6e13F72eb5eI5MI96E CS77b9d66ed Sb7342%b5a 76184463 | 1 Lo
1d6b815d385b4c6el3f72eb6c35f996¢ ©577b9d66edfSb73d29bSae761e84463 | o oo uoP
o 1d6b8154385bacEe13F72eb5eI5TI96C CS77b9ds5edfSb73029bS2eTELEBAA63 | 1o o 1004010
o 1d6b8154385bdc6e13F72eb6eI5HI96E cS77b9d66ed Sb7342sbsae761eBad63 | b (0 Do oo,
o 1d6b815d385bac6e13F72eb5e35TI96C 577034662 5b73429b5a 76184463 | g0 L seoey
o 1d6b8154385bac6e13F72ebCISMIT6 00000000 cS77b9d66ed Sb7d2sbsacTsLeBadss | 1 SO
Ldsbe15d385bac6e13F72ebe35M96e Data o L
o 1d6bE15d385baceel3F2eb6eI5M%6e  Leovse0a Fd4abdbod1b21 3baf3ed0sacbefc0dfd
o 1d6b815d385bacEe13MT2ebBeISHI%6e  03005e0m 45398 ce f6d7e25cceaccc 348713
oL NS Domain of definition for the column 3 X
o )
o Column 3
o 1d6b815d385bac6e13F72eb6eI5TI96E DO
o1 1d6bB15d385b4cEel3f72ebe35f996¢ 73666ddcdfl dd64014453c52d275
o1 1d6bB15d385b4c6el3f72eb6c35f996¢ 984f362031c4808b5fSc3a72bbafadb
o1 1d6b815d385b4c6el3f72eb6ec35f996¢ Bbezledacadaedd3d379739c62abafco
o1 1d6bB15d385b4c6el3f72eb6c35f996¢ €577b3ds6edisb73d29bSae 761654463
2% 1d6b815d385b4c6el3f72ebc35f996¢ £98¢d0c0707455b69313493b7270de5d
o e fd44bdb0d1b213baf3ed0S acbefc0dfd
Name Velue
HEADER: o
10_usER 1d6b8154385b4cse13F72eb5e35FI96C
IP_REQUESTED: (.{.2}00.{.4}) / c7005e0a
REQUEST: (.{32}) / 73666ddcdflaaacdd64014453c524
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ring communication protocols

e field identification with its associated payload

» Example of IP and UDP payloads extraction

Mame:

Mame:

Name:

Name:

Mame:

Marme:

Mame:
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Name

MName;

Name

Name

Name:

Name

Name:

MName

Name;

0007ch3e3d6b001cc07238c30800
450000 Start of paylead
({2} /43 Size field
(.{.6})] 7c4l40
00401100
({.2Y/1a7
c0a8000ed41b28f0
c {43/ d2z2d Start of payload
003500
cLL2n g ef Size field
: (.{.10}) f beozf 7aa01
000001000000000000
i (.{.46}) / 0bE164736572766572616d 730661647 4656368026465
0000
0421 1e
0001




Simulating traffic and agents

» Simulate any communication actors with NETZOB.

» Insert the infered vocabulary in a statefull and stochastic
dedicated model.

» Simulate clients and Masters.

» Supports Network (TCP/UDP) (Client/Server)
communication channel.

» Contextualized input and output messages (included
variables are set according to the environment)

» Highly extendable model

©AMOSSYS 10 nov 2011 15/27



Simulating traffic and agents

» Simulate any communication actors with NETZOB.

SMMDT
Alphabets
¢ MPut symbols [«—— input messages
| Abstraction Layer
output symbols (——» output messages
start stop learn get value
‘ Timer ‘ ‘ Memory
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Simulating traffic and agents

» Simulate any communication actors with NETZOB.

Adtor's nar

Network Protocol

e (s

s
oo s P
EEEEE I —




NETZOB current status

» License GPLv3 (AMOSSYS and SUPELEC as main
supporters)

» Google Project :
http://code.google.com/p/netzob/

» Official website : http://www.netzob.org

NETZOB “""::““.w

HOME ABOUT DOWNLOAD DOCUMENTATION CONTACT

?

unctionalities
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http://www.netzob.org

Conclusion

Trending topics

Current work in progress

» Debian package

Windows Runtime DLL hijacker

» Windows package (MSI) and official Windows version
» Releasing an almost first stable version (version 0.3)

v

v

» Active inferring
Extending captors (kernel and intra-binary captor, etc.)

Support the inference of more data encoding (ASN.1,
TSN.1, EBML, etc.)

Open “wishlist” (do not hesitate !)

v

v

v

y
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Conclusion
Questions ?

» Want to ask questions to Zoby ?
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Appendix

Why have we started NETZOB ?

» Originaly to support Fuzzing and Simulating processes.

—_— INFERING —
THE PROTOCOL

}

NETZOB

Model Model

» “FUZZERS” need to reduce the processing time.
» “SIMULATERS” need to infer a realistic model.
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Appendix

Development status

SVN hosted source code

» Mostly Object Oriented Python.
» Some in C (even some in OpenMP for parralelization).
» 15193 lines of code in 149 files (#80).

©AMOSSYS 10 nov 2011 22/27



Appendix
Development status

SVN hosted source code

» Mostly Object Oriented Python.
» Some in C (even some in OpenMP for parralelization).
» 15193 lines of code in 149 files (#80).

Source code quality

» Continuous Integration over Hudson

» too few unit tests
» “to be released” version : Netzob-0.3

» Dedicated Redmine bug tracker.

» Self-evaluated quality : low/medium (beta with bugs) few
months before stable !

v
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Appendix

How does Needleman and Wunsch works ?

M(i,j)=MAX[ M(i-1,j-1) + S(i,j) ; M(i,j-1) + W ; M(i-1,j) + W) ]
5(i.j) = SCORING SCHEME | W = GAP PENALTY

G A A TTCAGTT A G A ATT CAGTT A

ofofolo|ofofofo|o]ofo]e ofglojojojojojojoejel oo
6l o 3 (o1

Gl o Glo

a0 Ao

T 0 T |0

clo clo

al o alo

Al 0 Alo

G A TTC T G 4 ATTCA GTT A
ofojojojofofa o 0jo|D]o olofolofafofoofe]olo]e
Glor | rfrrjrjrjjufu slho il i i i
Glo |14 glefiiifiiifu]zz]2 ]2
slo gl alofiefafe]zfela]zl2]2]s
1o 142 tlolile 2l s]s]a (553
clo|igy clofifela]ss]safa]a]a]a
alofidy cloipla s slafals[5]s
s oY sloies[s]ssla]sls]s]e
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Appendix
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Appendix

oes the clustering algorithm (UPGMA) works ?

» lterative execution :

1. Search in the matrix the highest score
2. Regroup the two groups

3. Update the matrix (compute the average of the two lines)

5 A A A5 ]E
Ailo 5 [3 |1 |12
7 e A 5 0 7 5 5
S 3 ¥ 0 5 8
Ja 1 5 5 12
i I I 12 5 8 12 0
n & a5 5 5
s fia| 0 5 4 12
L Thalso7]s
1 A4 708
fs 5 12 5 8 0
Lt
e 7 [hus] 5
B fooe Alo 6|5

fas| 6] 0 |10
EREAK
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Appendix

Example of IPC flows capture

» Capture IPC flows with NETZOB

NETZOBI:NETWork protacollmodeliZation By reverse engineering

oo | Wodeizaion | raing | expare | smtatr |

Current trace

©AMOSSYS 10 nov 2011

Network CopTNg | [ psote processes st | (2559 o FoDirecton pate

IPC Capturing read =

APl capturing || & Fle system 4 Network ] Interpracess ;Z ::: ;:
33ur REG. fhi bt efox/3gmiy slite 4 read 011832ca00000000af000000000014005605b90200000000000000000000(
35u  REG fhome/gbts. mozilla/firefox/3gm1vo4). default/search. salite 4 read 1c0033caaf000000320100001cdf0b0000000000000000000000000000000
42ur REG /fhe bt/ efox/3gm1y sqlite

Save selected packets




Appendix

Adapted for exotic communication channel

Importing from exotic communication channel

BUS PIRATE L LY INTERFACE YL definition o - \ipT70B

@]
<

» Supports hexadecimal flows
» Simple XML representation of the data
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